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Introduction 

Use of biometric technology to verify and identify individual people is in its infancy, with little UK 

statutory regulation on how an individual’s biometric data can be processed, stored, transferred, or 

used.  Legislation tends to occur after such biometric technologies are employed and ensuing 

weaknesses identified, such as the retention of DNA by the Police and the use of biometric 

technology in schools.  The use of facial recognition systems and (sometime in 2015) soft biometric 

tracking software are being used in the UK, both regionally and nationally, without any public or 

parliamentary debate or regulation and standards in place. 

 

 

Current situation 

Nationally 

 

In November 2014 the House of Commons Science and Technologies Committee held an inquiry to 

look at the ‘Current and future uses of biometric data and technologies’ in which “The inquiry looks 

at how technologies relying on biometric data to authenticate identity have been used predominately 

by Government authorities …and whether regulations in this emerging field are adequate.” 

The committee received 33 written submissions and heard 13 oral evidences.  It emerged during the 

inquiry that facial recognition technology is being run on the Police National Database and used by 

national police forces.  During the enquiry the Biometrics Commissioner, Alasdair McGregor QC, 

stated his “concern is that it [facial recognition technology] has become a reality perhaps without the 

issues being properly discussed” with regards to the Police National Database applying facial 

recognition software. 

 

In both the written submissions to the inquiry from the Home Office and the Association of Chief 

Police Officers (both dated November 2014) there was no mention of the Police National Database 

using facial recognition software. 

In December 2014 the UK Biometrics Commissioner, Alasdair McGregor QC, published his first 

annual report in office.  In it he detailed the extent of his knowledge of the UK Police’s use of 

biometric facial recognition technology used on the Police National Database. 

“In January of 2014 I became aware that the police were actively investigating the possibility 

of uploading custody photographs to the Police National Database (‘the PND’) and of 

applying automated facial recognition technology to those images. I asked to be kept 

abreast of developments in that connection and of any relevant pilot testing. At the 

beginning of April of 2014 I was invited to attend a meeting in Durham of the ACPO Facial 

Recognition Working Group. At that meeting I was informed that some 12 million custody 

photographs had been uploaded to the PND and that an automated searching mechanism 

had ‘gone live’ five days previously.”  

http://www.parliament.uk/business/committees/committees-a-z/commons-select/science-and-technology-committee/inquiries/parliament-2010/current-and-future-uses-of-biometric-data-and-technologies/?type=1#pnlPublicationFilter
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/science-and-technology-committee/current-and-future-uses-of-biometric-data-and-technologies/oral/16645.pdf
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/science-and-technology-committee/current-and-future-uses-of-biometric-data-and-technologies/written/14712.html
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/science-and-technology-committee/current-and-future-uses-of-biometric-data-and-technologies/written/15279.html
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/science-and-technology-committee/current-and-future-uses-of-biometric-data-and-technologies/written/15279.html
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/387601/45428_Biometrics_Annual_Report_ACCESSIBLE.PDF
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In fact the facial recognition system, supplied by CGI and Cognitec, went live on the 28th March 2014.  

(See Freedom of Information response answer to Q1).   

 

In a second written submission from the Home Office (dated January 2015) to the Science and 

Technologies Committee looking at ‘Current and future uses of biometric data and technologies’ the 

Home Office states: 

“The Home Office would have known about police plans to include facial searching in PND on 

1 October 2012. It is possible it may have had some indication of those plans in the months 

leading up to that point.” 

The Home Office took control of the PND on 1st October 2012 when the National Policing 

Improvement Agency disbanded and has been the Data Controller ever since.    

 

ACPO minuted discussion of implementing facial recognition software on the PND on the 18th 

October 2012, see point 17 of the Chief Constables Council meeting, and subsequently 16 months 

later in March 2014 the system went ‘live’.   

 

The biometric facial recognition system was implemented on the PND without any discussion 

outside the Home Office or ACPO.  Parliament and the public were completely unaware identifying 

biometric technology was being used on members of the public.   

The PND has, according to a Freedom of Information request response from ACPO dated 19th March 

2015, “…13.7 million facial images, with an undetermined number of duplicates.  It should also be 

stressed that ACPO does not know how many different people are represented by the images.”  

This differs significantly from the claim by the BBC that the PND holds 18 million facial images.   

 

In the Freedom of Information request response above, where 15 questions were asked and ACPO 

were only able to answer 5, ACPO also confirmed that “A total of 4000 facial searches were 

submitted between 28/03/2014 (when the functionality was released to users) and 17/02/2015.”.  

ACPO were unable to answer questions on how many positive matches had been made and how 

many faces on the PND were of innocent people.  ACPO also referred the querent to the Home 

Office for some questions.  Subsequently a Freedom of Information request was sent to the UK 

Home Office on 13th April 2015, which has not been answered and is currently pending an internal 

review (due back 17th June 2015) by the Home Office of their non-response. 

With regards to the PND running facial recognition technology on images of members of the public 

according to a written question asked in the House of Lords, “The Government is reviewing the 

framework within which the police use these custody images, and expects to be able to report in the 

Spring.”  This report has not yet materialised. 

 

 

 

 

http://www.cgi-group.co.uk/case-study/police-national-database-joins-forces
http://www.cognitec.com/
https://www.whatdotheyknow.com/request/254634/response/630931/attach/html/3/043%2015%20ACPO%20Response%2019032015.pdf.html
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/science-and-technology-committee/current-and-future-uses-of-biometric-data-and-technologies/written/17354.html
https://stateofsurveillance.files.wordpress.com/2015/05/acpo-minute-18th-oct-2012.pdf
https://www.whatdotheyknow.com/request/254634/response/630931/attach/html/3/043%2015%20ACPO%20Response%2019032015.pdf.html
http://www.bbc.co.uk/news/uk-31105678
https://www.whatdotheyknow.com/request/police_national_database_pnd_fac#incoming-654552
http://www.parliament.uk/business/publications/written-questions-answers-statements/written-question/Lords/2015-02-03/HL4664/
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Regionally 

It was reported in July 2014 that Leicestershire Police had started trialling a separate facial 

recognition system to that on the PND to its own 92,000 custody suite photographs, a system 

supplied by NEC called NeoFace.  A Freedom of Information request revealed that Leicestershire 

Police had started trialling NeoFace in April 2014 and the trial was still ‘ongoing’ as of January 2015.  

 

It also revealed interest from other regional and international police forces:  Lancashire Police, North 

Wales Police, Northamptonshire Police, the Metropolitan Police, Kent Police, Essex Police and the 

Police force in Northern Territories Australia.   

 

Some of the above forces still have facial recognition under consideration with one force, Lancashire, 

currently trialling Neoface.  Please see table for current status on regional forces use of facial 

recognition and soft biometrics. 

 

Soft Biometrics 

Soft biometrics are “…characteristics such as height, weight, body geometry, scars, marks, and 

tattoos (SMT), gender, etc.  These traits offer several advantages over traditional biometric 

techniques.  Soft biometric traits can be typically described using human understandable labels and 

measurements, allowing for retrieval and recognition solely based on verbal descriptions.  Unlike 

many primary biometric traits, soft biometrics can be obtained at a distance without subject 

cooperation and from low quality video footage, making them ideal for use in surveillance 

applications.”  Reid et al 

Both Cognitec and NeoFace supply biometric systems that can track persons of interest in real time 

behind CCTV/IPTV (Internet Protocol TV) cameras using soft biometrics.  However these biometric 

systems are not yet in use in the UK, these two companies are only supplying facial recognition to 

the police in a none ‘real time’ capacity. 

 

However, Glasgow ‘smart’ city are working with NICE Systems to provide their city monitoring, with 

the largest Operations Centre in Europe costing £12 million, they have 422 fixed and 30 mobile HD 

IPTV cameras and, according to a Glasgow City Council spokesperson,  are planning to trial NICE 

System’s ‘Suspect Search’ using soft biometrics sometime in 2015. 

 

ACPO’s submission to the House of Commons Science and Technologies Committee inquiry into the 

‘Current and future uses of biometric data and technologies’ stated:  

“In West Midlands Police, for example, the innovation partner Accenture are looking at the 

application of ‘face in the crowd’ technologies across the wealth of CCTV footage available. It 

is recognised that infrastructure challenges will need to be overcome for this technology to 

be applied successfully.” 

http://www.bbc.co.uk/news/uk-england-leicestershire-28307938
http://www.nec.com/en/global/solutions/biometrics/products/face_recognition.html
https://www.whatdotheyknow.com/request/leicestershire_police_using_biom#incoming-605917
http://core.ac.uk/download/pdf/9642804.pdf
http://www.nice.com/protecting/blog/Glasgow-Where-PSIM--Safe-Cities-Converge-311
http://glasgow.stv.tv/articles/310713-glasgows-new-surveillance-installed-by-israeli-firm-nice-systems/
http://www.nice.com/Protecting-People-And-Assets/Lists/Brochures/NICE_Suspect_Search_Brochure.pdf
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/science-and-technology-committee/current-and-future-uses-of-biometric-data-and-technologies/written/15279.html
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Face in the Crowd is to help find ‘missing persons’ but also capable tracking able persons - not just 

‘missing’ adults - but normal law abiding people.   In reply to a Freedom of Information request West 

Midland Police responded when asked if Face in the Crowd was implemented that it not been 

commissioned, they have no plans to implement and are not working with any companies but are 

considering “potential opportunity” of facial recognition. 

 

 

Parliamentary Activity 
 

UK Parliament 
 
Asked by Lord Scriven 03 February 2015 
Home Office - Police: Biometrics - HL4664 
To ask Her Majesty’s Government what action they plan to take in the light of the uploading of 
photographs of faces by police forces in England and Wales onto a facial recognition database 
despite a previous court ruling that it could be unlawful.  
 

Answered by: Lord Bates 09 February 2015 
The use and retention of custody photographs taken by the police is a complex issue and 
needs careful consideration of the balance between public protection and civil liberties. The 
Government is reviewing the framework within which the police use these custody images, 
and expects to be able to report in the spring. 
 
Source: http://www.parliament.uk/business/publications/written-questions-answers-
statements/written-question/Lords/2015-02-03/HL4664/ 

 
 

Scottish Parliament 

 
Question S4T-01034: Alison McInnes, North East Scotland, Scottish Liberal Democrats, Date 
Lodged: 26/05/2015 
To ask the Scottish Government what its response is to reports that Police Scotland has been using 
facial recognition technology on images stored on the police national database. 
 

Current Status: Taken in the Chamber on 26/05/2015 –  
 

 
Question S4W-24926: Alison McInnes, North East Scotland, Scottish Liberal Democrats, Date 
Lodged: 16/03/2015 
To ask the Scottish Government how many 

(a) images used in connection with facial recognition technology and 
(b) other images have been uploaded to 

(i) the Police National Database and  
(ii) other databases by Police Scotland and the legacy forces in each year since 2007, 
and when ministers were made aware of this. 

 

http://www.expressandstar.com/news/2014/07/22/west-midlands-police-goes-private-in-100m-revamp/
https://www.whatdotheyknow.com/request/facial_recognition_used_with_cct#incoming-643004
http://www.parliament.uk/biographies/lords/lord-scriven/4333
http://www.parliament.uk/biographies/lords/lord-bates/1091
http://www.parliament.uk/business/publications/written-questions-answers-statements/written-question/Lords/2015-02-03/HL4664/
http://www.parliament.uk/business/publications/written-questions-answers-statements/written-question/Lords/2015-02-03/HL4664/
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl04$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl04$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl04$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl04$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
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Answered by Michael Matheson (25/03/2015):  
The information requested is a matter for Police Scotland. I have alerted the Chief Constable 
to your question and I have asked him to reply to you direct. 
Facial recognition technology is one aspect of the Police National Database service. That 
functionality was added in 2014. The number of images used and uploaded is not notified to 
Scottish Ministers. 

 
 
Question S4W-24922: Alison McInnes, North East Scotland, Scottish Liberal Democrats, Date 
Lodged: 16/03/2015 
To ask the Scottish Government what discussions it has had with the UK Government regarding 
police use of facial recognition technology. 
 

Answered by Michael Matheson (25/03/2015): 
The Scottish Government has not had any discussions with the UK Government regarding 
police use of facial recognition technology. 

 
 
Question S4W-24921: Alison McInnes, North East Scotland, Scottish Liberal Democrats, Date 
Lodged: 16/03/2015 
To ask the Scottish Government what funding it has provided to (a) investigate the potential for and 
(b) establish or maintain a facial recognition database for use by Police Scotland. 
 

Answered by Michael Matheson (25/03/2015): 
The Scottish Government has not provided any funding specifically for a facial recognition 
database. 
Facial recognition is one element of the Police National Database services, the national 
information management system for police services across the UK to share intelligence to 
help prevent and detect crime to make communities safer. 
Prior to the formation of Police Scotland in April 2013, the Scottish Government met the cost 
of the Police National Database services for legacy forces in Scotland. The costs are now met 
by Police Scotland directly to the Home Office, which is responsible for managing the system. 

 
 
Question S4W-24920: Alison McInnes, North East Scotland, Scottish Liberal Democrats, Date 
Lodged: 16/03/2015 
To ask the Scottish Government what (a) legislation and (b) rules are applied to Police Scotland's (i) 
use of facial recognition technology and (ii) retention of (A) personal, (B) custody-suite and (C) other 
images. 
 

Answered by Michael Matheson (25/03/2015): 
The information requested is a matter for Police Scotland. I have alerted the Chief Constable 
to your question and I have asked him to reply to you direct. 
 

 
Question S4W-24919: Alison McInnes, North East Scotland, Scottish Liberal Democrats, Date 
Lodged: 16/03/2015 
To ask the Scottish Government what discussions it has had with Police Scotland regarding the (a) 
use of facial recognition technology and (b) development or use of databases for facial recognition 
purposes, and whether this matter was discussed with the legacy forces. 
 

javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl04$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl04$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl10$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl10$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl12$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl12$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl14$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl14$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
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Answered by Michael Matheson (25/03/2015): 
The Scottish Government has not discussed these matters with Police Scotland or legacy 
forces. 

 
 
Question S4W-24917: Alison McInnes, North East Scotland, Scottish Liberal Democrats, Date 
Lodged: 16/03/2015 
To ask the Scottish Government how many times Police Scotland, or the legacy forces, accessed (a) 
the Police National Database and (b) other database to use facial recognition technology in each 
year since 2007. 
 

Answered by Michael Matheson (25/03/2015): 
The information requested is a matter for Police Scotland. I have alerted the Chief Constable 
to your question and I have asked him to reply to you direct. 
 

 
Question S4W-24916: Alison McInnes, North East Scotland, Scottish Liberal Democrats, Date 
Lodged: 16/03/2015 
To ask the Scottish Government whether Police Scotland maintains a database of images that it uses 
for facial recognition purposes. 
 

Answered by Michael Matheson (25/03/2015): 
The information requested is a matter for Police Scotland. I have alerted the Chief Constable 
to your question and I have asked him to reply to you direct. 

 
 
Motion S4M-12676: Alison McInnes, North East Scotland, Scottish Liberal Democrats, Date 
Lodged: 16/03/2015 
 
Police use of Images with Facial Recognition Technology  
 
That the Parliament understands that police forces from across the UK have uploaded up to 18 
million photographs to the Police National Database for use with facial recognition technology; is 
concerned that these images might include those of people never charged with an offence or who 
have been found innocent of a crime; notes the statement by the Chief Constable of Durham 
Constabulary on Newsnight on 2 February 2015 that, in a recent case in his constabulary, a person 
was identified using photographs from Scotland; further notes the concerns of the Biometrics 
Commissioner, Alastair MacGregor QC, regarding the implications for civil liberties of the use of such 
technology; notes his comment that “urgent steps” should be taken to ensure that facial recognition 
and other biometric technologies should be governed by an appropriate regulatory regime; 
considers that, although facial recognition technology might be a useful policing tool, such 
technology must only be used with suitable safeguards and protection for innocent members of the 
public; believes that Police Scotland’s use of, or contribution of images to, the Police National 
Database, or any other database for facial recognition purposes, should be in the context of specific 
laws set by the Parliament, and considers that legislation similar to that agreed by the Parliament to 
govern the use of DNA profiles and fingerprints should be adopted to regulate the police use of 
images for facial recognition purposes and that police use of any new biometric identification 
technology in the future should be subject to similar regulation. 
 
Supported by: Jim Hume, Liam McArthur, John Finnie, John Wilson, Tavish Scott, Willie Rennie 

javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl16$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl16$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl18$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl18$lnkIndividualQuestion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl20$lnkIndividualMotion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))
javascript:WebForm_DoPostBackWithOptions(new%20WebForm_PostBackOptions(%22MAQA_Search$gvResults$ctl00$ctl20$lnkIndividualMotion%22,%20%22%22,%20true,%20%22%22,%20%22%22,%20false,%20true))

